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And | can prove It!
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So wh atbh&sall abdut, glonb?



Zoombako Advanced GPS

ASold in over 12,500 stores nation wide
AEasy to use (Phone, Android, Blackberry)
A2x as big as your 8 Generation iPod Nano

ATrack vyour é
| Car

- Family

| Pet

' Valuables




Even Oprah LovesZoombak

(100 Things That Are Getting Better. - ... - Mozilla Eirefox (Private Browsing) oo0]
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MNo more confetti-throwing cats and singing cakes. Now you can channel Van Gogh -
(Moma.orglecards), create animated videos (Sendables jibjab .com), or layer video and pictures
with your favorite design and fonts (MyFunchbowl .com).

15. Dry Cleaning
According to a survey, only half the dry cleaners in the USA still use the once ubiquitous toxic
chemical perchloroethylene on your clothes.

16.
Honey, | found the kids: For a mere $100, the Zoombak, a GPS easily stowed in a backpack, will
pinpoint your child's whereabouts on a map.

17. Wal-Mart

The retail giant is making good on its recent promise to recycle, use fuel-efficient delivery trucks, run
its stores on renewable energy, and force suppliers to cut wasteful packaging and bad
manufacturing practices.
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What is the Device composed of?



Modular design

AGSM module

AGPS module

AApplication fAimicrocompu!
AT-Mobile SIM Card



GSM Module efeloeie== o '
® SIEMENS
ASiemens 0682 b
[ Infineon Baseband cmus, 5, .
[ Skyworks 7750 RFTx ( € () b
. " atas ®
AControlled via USART ek

®
&
.

[ AT Commands!

” -~
r' Vs

ANo shared memory!



GPS Module

AGR-520 GPS Module
ANot that interesting
AAcquires GPS!!!



Application uC

ARenesasSH7721/7300 Microcomputer Platform
AFairly robust uC platform

AApplication processor unknown

' But, probably one of the common realtime uC OS
| Likely, Java

 Or somet hingé.




Butwait! Donb, donot yo
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A Quick Aside about Siemens 0682

A Attaching to OpenBTS
[ Using Malaysian Test SIM cards (001/01)

AThe Zoombak (Siemens) claims A5/2 capability
[ And only A5/2

AThe Zoombak accesses GPRS
[ Presumably using A5/2

AT-Mobile allows A5/2 on GPRS in the USA?
[ Thi s shoul dnot happen



How does Zoombak work?



| t 0s al | about t he

ALog into the Web2.0 interface
ASelect the desired tracking device
ACl ick Afind nowo
AWait for the embedded map to update
AEnjoy the map

AGOTO 10



How does the device work?



The Control Channel

ACommands are received via SMS

[ 8bit binary messages
AApplication polls SIM for SMS
AApplication receives command

[ Parses binary SMS

[ Extracts command



donb®localhost “/laby/research'zoombhal revenge/pdus % hexdump -C 9

OOOOOOOD  OF 91 41 40 54 05 10 £1 44 05 91 21 B0 fO 00 04 |, ART,,. 0,0 L., ]
ooooooin 0l 21 GO0 32 04 5o Ph 32 0k 0B 04 ea 03 1c B BY L IPE.P+2, ... .. 101
QOOOONLD  4f Be 44 4o BF B3 BL 74 BH 00 01 01 Bz BF B3 33 |0nlLocate, .., loc3l

QOOOOO30 34 2d 67 BB 71 67 79 6o 29 BB 00 00 Q0 43 ca ed  |d4-gfggylSf,..C..|
QOOOOO40 70 08 00 18 01 £4 00 Q0 o0 b3 IPssssrssanl
QOO0

donb@localhost ~/1ab/researchdzoombak/revenge/pdus $ ||




PDU Breakdown

AfgOnDLocated

[ Represents an incoming location request
AfiLoeg3f4ggy !l 9f 0

[ Location ID (nonce)
A0x43 0xCA OxED 0x70

[ 67.202.237.112 ?7?7?
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So, t he Locatil on

ADefines where the device should connect
[ IPv4 Address

ADefines what the device should send
[ Nonce



Okay, but what does a response look like?



Back to the Logic Analyzer

AlLoginto Z o 0 mb &Vkb2.6 GUI

ASend a valid request to the Device

ASniff the AT commands between App-> GSM
AWatch what the device does



AT™SICS5=0,conType , GPRSD

AT™SICS=0,uzer, "

AT™SICS=0,pazswd,"" [
AT™SICS=0,apn,cidagps,t-mobile, com

AT™SICS=0,dn=l,""

AT+CGATT=1

AT+CGATTY

AT™SISI=R

AT™5155=5, 2ruType, Socket

AT™5155=5, address, socktop: /Y STl EREET NN 727G

AT™5155=5,conld, 0

AT*SI55=0, topdT . 20

AT™5150=5

AT™SISI=5

AT™SIST=R

AT™SISh=5, 260

POST Azlafzbl0 ullocation HTTRAL,1

Host: BV, 202,257 11217276

Content-Length: 173

locdd-gfghlc Yok DLCR0L, 05E12 1 267 3344409 5+ 200 0-12-28T02 18 30+ 110018 118638 2108 2608081857110
102124953888 Laa— 72 11001811 861 adl e —r B 110106368 S sl ae-7 7 110018391028 a8 1as -V Iat "2 ier=h, 100
Q
at™zizr=h,1000

at™gizr=h, 1000

atsisr=h,397

AT+CCLE?

AT+CHUM

AT+CGATT?

AT™SISI=5

AT™SISI=R

AT SIS0=5,126

POST Azlafzbl00 ullocation HTTRAL,1

Host: BV, 202,237, 112:727E

Content-Length: 40
locdd-gfghlc¥okILCE0L, 0bE1R1 2672244403 105t "z 1 5= . 1000
at™zizr=h, 1000

at™sizr=h, 897

AT™SISI=1

AT™SISC=1

AT™SISI=1

AT™SISI=5

AT™SISC=5

AT™SIST=R

at™zmgl=0

donb@localhost ~/1ab/researchizoomhak /revenge $ []

T




Seriously?!1?

AThe GSM Module accepts AT commands to
' Connect to a specific host AND port

- Over TCP/IP

| Send/Receive data

AZero confidentiality!



Lets Diverge, Shall We?

AGSM baseband attacks ar
AThe baseband attack surface was
" Thought to be small
| RF oriented
" Localized
ABut, wait! Remote baseband compromise?
[ Embedded TCP/IP stack
[ Small code base (small flash space)




Attack Scenario

A For any baseband with embedded TCP/IP capability
AForce AT commands to connect toHost:Port
Almplement attack against TCP/IP stack

[ IP header length

[ TCP payload length

[ Fragments

A Get persistent compromise in the baseband
AForce GPRS traffic over a specific APN/IP
A Evade Application Flash Updates

[ No need to backdoor the App when the Baseband is
backdoored

A Similar to BIOS backdoors for PC




Okay, back to the payload.



donb@localhost “/labyresearchizoombalrevenee # strings AT_COMMAND_zerial _data-1,
la | grep gfghlc?c | =ed "= ") Mndg!

locdd—gt ghlc/ckDLCROL, Oba1a1 267 3244405

o
S010-12-28T0 18 357

1001811 86383108 2E08081E

1101012493888 18873

11001811861 it let-76

1101082684 Sakeleb—r7
1100183910288 1 88—V 9at "2 iar=h 1000
locdd—gtghlc Aok DLCEOL, Oba181 267 3344405
Qat™zisr=h, 1000

donb@localhost ~/lab/research/zoombhak/revenge (]




First Response Payload Format

ANonce

AVersion stuff

ASender s phone number (|
ANumber of location data segments

ATime stamp

AcCellular data

[ Location Area Code (LAC), Cell ID, MCC, MNC,
RSSI

[ Thi s 1 s Gk 60 A0 I n A



Second Response Payload Format

ANonce

AVersion stuff

ASender s phone number (|
ANumber of location data segments

AGPS data (latitude, long)
[ If available
ATime stamp



Let 0s use Open Ce

AOnline database of cellular towers

Alncludes

- MCC

- MNC

- Cell ID

- LAC

[ Geo Location (Latitude, Longitude)
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So, now we Kknowe

AHow to control the device

[ Presumably via IP in SMS
AWhat a response looks like

[ Standard HTTP POST
AWhere the data is sent

[ Zoombak server on port 7276
AWhat network its sent to

[ cidagps.t-mobile.com



What 0s next ?



oDoggggw i | | holLes Claybaol




Plece it together!

ASMS service likeRoutomessaging
- Send binary SMS for fractions of a cent
. Scriptable over SMPP
| Combine with crontab -> Win!
AEdit a valid payload
[ ChangeZ o0 o0 mb &Kodysur IP
[ Ship the SMS

AWait on port 7276




[

while [ $x =1t $TIMES 13 do
K= printf " " SAKEYF $ixr 2
for M in | + do
echo " $ 1885
wget "

" oddev/null D&
done
sleep 55

done

18,0-1 Bot



Zzeombale force locl florida-2.tep - Wireshakk
File Edit View Go Capture Analyze Statistics Telephony Tools Help

= & e FEEXSL A¢eswF L EE QR @®ME R

Filter:| jExpression... Clear Apply

No. ‘Time ‘Source ‘Destination ‘Protocol ‘ Info
10.000000 10.90.0.232 10.90.0.93 TCP etc-control > oma-ilp [SYN] Seq=0 Win=5840 Len=0 MSS=1460
20.000032 10.90.0.93 10.90.0.232 TCP oma-ilp > etc-control [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=
30.997995 10.90.0.232 10.90.0.93 TCP etc-control > oma-ilp [ACK] Seq=1 Ack=1 Win=5840 Len=0

53.660010 10.90.0.93 10.90.0.232 TCP oma-ilp > etc-control [ACK] Seq=1 Ack=298 Win=6432 Len=0
63.660173 10.90.0.93 10.90.0.232 TCP oma-ilp > etc-control [PSH, ACK] Seq=1 Ack=298 Win=6432 Let
73.660193 10.90.0.93 10.90.0.232 TCP oma-ilp > etc-control [FIN, ACK] Seq=104 Ack=298 Win=6432 |
86.660215 10.90.0.93 10.90.0.232 TCP [TCP Retransmission] oma-ilp > etc-control [FIN, PSH, ACK]

v Frame 4: 353 bytes on wire (2824 bits), 353 bytes captured (2824 bits)

» Linux cooked capture

» Internet Protocol, Src: 10.90.0.232 (10.90.0.232), Dst: 10.90.0.93 (10.90.0.93)

» Transmission Control Protocol, Src Port: etc-control (6107), Dst Port: oma-ilp (7276), Seq: 1, Ack: 1, Len: 297

- Data (297 bytes)

[Length:

000
0010
0020
0030
0040
0050
0060
0070
0080
0090
00a0
00b0O
00cO
00d0
00e0
00 f0
0100
0110
0120
0130
0140
0150
0160

O|Data (data.data), 297... | Packets: 13 Displayed: 13 Marked: 0 Load time: 0:00.048 | Profile: Default




So, we know we can intercepit.
But, can we find devices?



Enter, War Texting

ASpam thousands of numbers with our SMS
payload

AWait patiently, serving on port 7276

ALog all incoming requests

AAnalyze location data
[ Interesting targets?



War Texting 0 The reality

ASMS spam is a huge problem

AToo many messages too fast = blocked
[ Average one message per 20 seconds
[ Slightly change payload

| Alter Nonce with every message

ADondét increment through
[ Randomize from a set of targets
ADon6t spam all MSI SDN

[Look for the deviceOs pr



Building an Easy Device Profile

Alncoming calls are disabled
AAIll devices are T-Mobile
ASMS is enabled

ANPA/NXX are typically not associated with
location of purchase

AUse HLR to find devices
ACal l er I D is always fiun:

AUse HLR to find devices that are turned on
[OOf f 6 devices are OAbsen



Profiling Is Less Intrusive

AProfiling is simply reconnaissance
APerform many normal actions
[ To create an abnormal result
AEffect?
| Generated list of potential fits
' Less people spammed
| Less provider hate for our SMS
- More low key




So, we can find and target users.
But, can we impersonate them?



Of course!

AResponse payloads have no confidentiality
APure HTTP
AWe can forge RSSI

AGPS data can be forged easily
[ Yayfor on-line maps and Google Earth!



The Assisted In Assisted GPS

ADoesndét mean OAssisting
[t means OAssiIi sting Them

AObviously, known LAC/CI pairs should indicate
potentially bad GPS data (or vice versa)

ASelling LAC/CI is big $ in the Location Research
markets



We hit the Trifecta



We can nowe

ADiscover random tracking devices
[ Device Profiling and War Texting

AForce location interception
[ SMS Control Spoofing and GPRS Abuse

Almpersonate compromised targets
[ SMS Access, GPRS Abuse, and Client Spoofing



What attacks can be performed?

AThis is an issue of thinking like an attacker

ADiscover and monitor targets over time
AAssess highly desirable targets
AStrategic planning through behavioral analysis



What can be done to fix these problems?



Currently, they a

AUsingT-Mobi l e to do things

[ANoGeographic Test Number

1 As of February 2011

1 Not active in Number Portability Administration

1 Blocks SMS from services likeRoutoMessaging
(temporarily?)

[ GPRS PDP Context Switching

1 Drop different types of devices into different
networks




But, they shoul d

A Not relying on the control message
[ Why embed an IPv4 address at all?
ANot implementing confidentiality and integrity

[ T-Mobile sends encrypted SMS to update SIMs, why
c a nZoombak do the same for the App?

A Disallowing software from talking to non -Zoombak
resources

[ Force all network traffic through to Zoombak systems
on the network

AUsing HLR to assess potential spoofing/abuse
[ Dead technique unless T-Mobile exports this



Car meSuccsssisZ o o mb dailors



Remember Carmen Sandiegd?

AResearch presented with Nick DePetrillo
(Crucial Security / Harris Corporation)

ATracking via HLR access
AOnly a Phone Number is required






