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whois donb?



Places Iõve been in the past 24 hours

ÅBoston

ÅAfghanistan

ÅLibya

ÅThe White House





And I can prove it!









So whatõs this b.s. all about, donb? 



ZoombakòAdvanced GPS Trackeró

ÅSold in over 12,500 stores nation wide

ÅEasy to use (iPhone, Android, Blackberry)

Å2x as big as your 6th Generation iPod Nano

ÅTrack youré

ſCar

ſFamily

ſPet

ſValuables 



Even Oprah Loves Zoombak



What is the Device composed of?



Modular design

ÅGSM module

ÅGPS module

ÅApplication ñmicrocomputerò

ÅT-Mobile SIM Card 



GSM Module

ÅSiemens 0682

ſInfineon Baseband

ſSkyworks 7750 RF Tx

ÅControlled via USART

ſAT Commands!

ÅNo shared memory!



GPS Module

ÅGR-520 GPS Module

ÅNot that interesting

ÅAcquires GPS!!!



Application uC

ÅRenesasSH7721/7300 Microcomputer Platform

ÅFairly robust uC platform

ÅApplication processor unknown

ſBut, probably one of the common realtime uC OS

ſLikely, Java

ſOr somethingé. 



But wait! Donb, donõt you know?!?



I donõt have to knowé



A Quick Aside about Siemens 0682

ÅAttaching to OpenBTS
ſUsing Malaysian Test SIM cards (001/01)

ÅThe Zoombak (Siemens) claims A5/2 capability
ſAnd only A5/2

ÅThe Zoombak accesses GPRS
ſPresumably using A5/2

ÅT-Mobile allows A5/2 on GPRS in the USA?
ſThis shouldnôt happen



How does Zoombak work?



Itõs all about the Customer Experience

ÅLog into the Web2.0 interface

ÅSelect the desired tracking device

ÅClick ñfind nowò

ÅWait for the embedded map to update

ÅEnjoy the map

ÅGOTO 10



How does the device work?



The Control Channel

ÅCommands are received via SMS

ſ8bit binary messages

ÅApplication polls SIM for SMS 

ÅApplication receives command

ſParses binary SMS

ſExtracts command





PDU Breakdown

ÅñgOnDLocateò

ſRepresents an incoming location request

ÅñLoc34-gfqgyl9fò

ſLocation ID (nonce)

Å0x43 0xCA 0xED 0x70

ſ67.202.237.112 ???





So, the Location Requesté

ÅDefines where the device should connect

ſIPv4 Address

ÅDefines what the device should send

ſNonce



Okay, but what does a response look like?



Back to the Logic Analyzer

ÅLog into ZoombakôsWeb2.0 GUI

ÅSend a valid request to the Device

ÅSniff the AT commands between App -> GSM

ÅWatch what the device does





Seriously?!?

ÅThe GSM Module accepts AT commands to

ſConnect to a specific host AND port

ſOver TCP/IP

ſSend/Receive data

ÅZero confidentiality!



Lets Diverge, Shall We?

ÅGSM baseband attacks are a Serious Issue Ê

ÅThe baseband attack surface was 

ſThought to be small

ſRF oriented

ſLocalized

ÅBut, wait! Remote baseband compromise?

ſEmbedded TCP/IP stack

ſSmall code base (small flash space)



Attack Scenario

ÅFor any baseband with embedded TCP/IP capability
ÅForce AT commands to connect to Host:Port
ÅImplement attack against TCP/IP stack
ſIP header length
ſTCP payload length
ſFragments
ÅGet persistent compromise in the baseband
ÅForce GPRS traffic over a specific APN/IP
ÅEvade Application Flash Updates
ſNo need to backdoor the App when the Baseband is 

backdoored
ÅSimilar to BIOS backdoors for PC



Okay, back to the payload.





First Response Payload Format

ÅNonce

ÅVersion stuff

ÅSenderôs phone number (MSISDN)

ÅNumber of location data segments

ÅTime stamp

ÅCellular data

ſLocation Area Code (LAC), Cell ID, MCC, MNC, 
RSSI

ſThis is the óAô in A-GPS



Second Response Payload Format

ÅNonce

ÅVersion stuff

ÅSenderôs phone number (MSISDN)

ÅNumber of location data segments

ÅGPS data (latitude, long)

ſIf available

ÅTime stamp



Letõs use Open Cell ID

ÅOnline database of cellular towers

ÅIncludes

ſMCC

ſMNC

ſCell ID

ſLAC

ſGeo Location (Latitude, Longitude)





So, now we knowé

ÅHow to control the device

ſPresumably via IP in SMS

ÅWhat a response looks like

ſStandard HTTP POST

ÅWhere the data is sent

ſZoombak server on port 7276

ÅWhat network its sent to

ſcidagps.t-mobile.com



Whatõs next?



òDoggggwill hunt!!ó ðLes Claypool



Piece it together!

ÅSMS service like Routomessaging

ſSend binary SMS for fractions of a cent

ſScriptable over SMPP

ſCombine with crontab -> Win!

ÅEdit a valid payload

ſChange ZoombakôsIP to Your IP

ſShip the SMS

ÅWait on port 7276







So, we know we can intercept. 

But, can we find devices?



Enter, War Texting

ÅSpam thousands of numbers with our SMS 
payload

ÅWait patiently, serving on port 7276

ÅLog all incoming requests

ÅAnalyze location data

ſInteresting targets?



War Texting ðThe reality

ÅSMS spam is a huge problem

ÅToo many messages too fast = blocked

ſAverage one message per 20 seconds

ſSlightly change payload
¶Alter Nonce with every message

ÅDonôt increment through MSISDN

ſRandomize from a set of targets

ÅDonôt spam all MSISDN

ſLook for the deviceôs profile first



Building an Easy Device Profile

ÅIncoming calls are disabled

ÅAll devices are T-Mobile

ÅSMS is enabled

ÅNPA/NXX are typically not associated with 
location of purchase

ÅUse HLR to find devices that are ñnever homeò

ÅCaller ID is always ñUnavailableò

ÅUse HLR to find devices that are turned on

ſóOffô devices are óAbsent Subscriberô 



Profiling is Less Intrusive

ÅProfiling is simply reconnaissance 

ÅPerform many normal actions

ſTo create an abnormal result

ÅEffect? 

ſGenerated list of potential fits

ſLess people spammed

ſLess provider hate for our SMS

ſMore low key



So, we can find and target users.

But, can we impersonate them?



Of course!

ÅResponse payloads have no confidentiality

ÅPure HTTP

ÅWe can forge RSSI

ÅGPS data can be forged easily

ſYayfor on-line maps and Google Earth!



The Assisted in Assisted GPS

ÅDoesnôt mean óAssisting Youô

ſIt means óAssisting Themô

ÅObviously, known LAC/CI pairs should indicate 
potentially bad GPS data (or vice versa)

ÅSelling LAC/CI is big $ in the Location Research 
markets



We hit the Trifecta



We can nowé

ÅDiscover random tracking devices

ſDevice Profiling and War Texting

ÅForce location interception

ſSMS Control Spoofing and GPRS Abuse

ÅImpersonate compromised targets

ſSMS Access, GPRS Abuse, and Client Spoofing



What attacks can be performed?

ÅThis is an issue of thinking like an attacker

ÅDiscover and monitor targets over time

ÅAssess highly desirable targets

ÅStrategic planning through behavioral analysis



What can be done to fix these problems?



Currently, they areé

ÅUsing T-Mobile to do things ñthe wrong wayò

ſñNon-Geographic Test Numberò NPA/NXX 

¶As of February 2011

¶Not active in Number Portability Administration

¶Blocks SMS from services like RoutoMessaging
(temporarily?)

ſGPRS PDP Context Switching

¶Drop different types of devices into different 
networks



But, they should beé

ÅNot relying on the control message
ſWhy embed an IPv4 address at all?

ÅNot implementing confidentiality and integrity
ſT-Mobile sends encrypted SMS to update SIMs, why 
canôt Zoombak do the same for the App?

ÅDisallowing software from talking to non -Zoombak
resources
ſForce all network traffic through to Zoombak systems 

on the network

ÅUsing HLR to assess potential spoofing/abuse
ſDead technique unless T-Mobile exports this



CarmenõsSuccess is ZoombakõsFailure



Remember Carmen Sandiego?

ÅResearch presented with Nick DePetrillo 
(Crucial Security / Harris Corporation)

ÅTracking via HLR access

ÅOnly a Phone Number is required




